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Abstract:   

MANET is a network consisting of a group of wireless mobile devices which communicates with each other without any dedicated 

infrastructure. Mobile nodes can freely move in the network as there is no any fixed topology. Services and applications supported by 

each node gets limited due to that the batteries carried by each mobile have limited power which limits the processing power. 

Whenever the mobile node gets overloaded, its  energy gets depleted very quickly. In order to maximize its lifetime, the workload  

needs to get distributed to other mobile nodes. Here one hop neighbors are considered for workload distribution in order to minimize 

the communication delay. Since there is no centralized control in mobile networks, there is possibility that malignant nodes may 

participate in the network. To avoid malicious nodes’ attack, authentication and redundant computing strategies are incorporated.
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I. INTRODUCTION 

 

Mobile ad hoc networks are formed dynamically by an 

autonomous system of mobile nodes that are connected via 

wireless links without using an existing network infrastructure or 

centralized administration. The nodes are free to move randomly 

and organize themselves arbitrarily. Thus, the network’s wireless 

topology may change rapidly and unpredictably.  

 

MANET’S CHARACTERIS TICS : 

 

1. Distributed operation: There is no need of central control of 

the network operations; the control of the network is distributed 

among the nodes. The nodes involved in a MANET should 

cooperate with one other and communicate among themselves 

and each node acts as a relay as needed, to implement specific 

functions such as routing and security.  

 

2. Multi hop routing: When a node wants to send information 

to other nodes which is out of its communication range, the 

packet should be forwarded via one or more intermediate nodes.  

 

3. Autonomous terminal: In Mobile Adhoc Network, each 

mobile node is an independent node, which could function as 

both a host and a router.  

 

4. Dynamic topology: Nodes are free to move arbitrarily to any 

place with different speeds; thus, the network topology may 

change randomly and at unpredictable time. The nodes in the 

MANET dynamically establish routing among themselves as 

they travel around, establishing their own networks. 

 

5. Light-weight terminals: In maximum cases, the nodes at 

MANET are mobile with less CPU capability, limited bandwidth 

and small memory size.  

6. Shared Physical Medium: The wireless communication 

medium is accessible to any device with the appropriate 

equipment and adequate resources.  

 

MANET APPLICATIONS: 

 

1.Mobile Conferencing: Mobile Adhoc networks allow mobile 

conferencing for business users who need to collaborate outside 

their office where no network infrastructure is availab le.  

 

2. Emergency Services: Mobile Adhoc networks can be easily 

deployed to provide solutions to emergency services during 

natural calamities.  
 

3. Military Applications: In  the battlefield, MANET can be 

used for communications among soldiers in the field.  
 

4. Public Hots pots: In public p laces like railway stations, 

airports, malls, Adhoc networks enable the users to create their 

own network and communicate with each other instantly. 
 

ROUTING PROTOCOLS IN MANET:- 

Adhoc network routing protocols can be classified into three 

main categories based on routing information update 

mechanis m. They are 
 

1. Proactive (Table-Driven) routing protocols: In proactive 

protocols, every node maintains the network topology 

informat ion, in the form of routing tables by periodically 

exchanging routing information. Whenever a node requires a 

path to the destination, it runs an appropriate path finding 

algorithm on the topology information it maintains.  
 

2. Reactive (On-Demand) routing protocols: Protocols under 

this category do not maintain the network topology informat ion. 

They obtain the necessary path when it is required, using 

connection establishment process. These protocols do not 

exchange routing information periodically.  
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3. Hybrid routing protocols: Protocols that belong to this 

category combine the best features of the above two protocols. 

Nodes within a particular geographical region or within a certain 

distance from the node are said to be within the routing zone of 

the given node. Within the routing zone of the given node, 

routing is done based on table driven mechanisms while on-

demand routing is applied for routing beyond the zone 

boundaries. Mobile nodes carried by each node have varying 

computational capacity, memory, band width etc. Batteries 

carried by each node have limited power. Hence mobile nodes 

cannot compute complex applications completely on its own. If 

any one of the mobile nodes gets overloaded, its  cause’s 

congestion and the battery power gets depleted very quickly. To 

overcome the situation, the workload needs to be distributed 

among the mobile nodes. Load Balancing distributes the traffic 

from heavily loaded areas to less loaded areas so that the 

performance of the network does not get degraded. In this paper, 

we consider divisible workloads. Div isible workloads are 

independent workloads that can be processed by distributed 

computers. An example of divisible workloads is  set of records 

in a database. They can be splitted and processes independently. 

Different strategies are used to distribute the workload for 

homogenous and heterogeneous environments . In homogenous 

network, workload is splitted into equal parts. In heterogeneous 

network, workload is splitted according to computational power 

of each node. Mobile nodes have varying computational 

capacity. So the workload is distributed according to the 

computational capacity of the mobile nodes. Since mobile 

networks are highly dynamic, there is high possibility that 

malignant nodes may participate in the network.  It may send 

incorrect results to the source node. 
 

II. RELATED WORKS  
 

In this section, we discuss related works in the area of load 

balancing and secure aggregation in MANET. Rui Xei proposed 

a routing algorithm which balances buffer usage across the 

network. The algorithm tries to make the best use of limited 

buffers and to avoid consuming fu ll storage in a single mobile 

node. Samra and Mohammed proposed multipath Energy 

Efficient data routing protocols for WSN which maintains many 

good paths and select one based on the node state and the cost 

function of the path. Hyoung and Jee proposed optimal load 

distribution algorithm to minimize the total processing time. It 

optimally determines the order of load distribution and the order 

depends only on the channel capacity between nodes but not on 

the computing capacity of each mobile node. Drozdowski and 

Wolniewicz proposed Incremental Balanced strategy for optimal 

distribution of computations on star network. Amita Rani and 

Mayank Dave proposed load balancing schemes which 

distributes traffic based on residual battery capacity, average 

interface queue length and hop count along with associated 

weight values. Soundarajan and Bhuvaneshwaran proposed 

multi-path load balancing protocol to avoid congestion in Mobile 

Adhoc network. Roberto and Refik Molva proposed additive 

homomorphic encryption and light weight key distribution 

technique that enforces confidentiality and integrity of the 

aggregated data. Wuyungerile and Takashi Watanbe proposed an 

informat ion criterion based data aggregation where more 

significant data will be send immediately and less significant 

data will be aggregated at intermediate nodes. Oussama Souihli, 

Mounir Frikha, Mahmoud Ben Hamouda presented novel load-

balancing mechanis ms for MANET shortest-path routing 

protocols. Given that maximum load distribution is observed at 

the center of the network, they proposed load-balancing schemes 

that push the traffic further from the center of the network. 

Hyoung Joong Kim, Gyu-InJee, Jang Gyu Lee have discussed 

load distribution problem for a tree network of communicating 

processors. The root node in the top level keeps a fraction of the 

total processing load and distributes the remain ing load among 

its children nodes in the next lower level.  
 

III. PROPOS ED S YS TEM 
 

In this section we present the detailed design of load balancing 

and authentication in detail. Mobile networks growing very 

tremendously. But mobile nodes have very limited 

computational power since they have limited battery power, 

buffer etc. Load balancing is essential in this situation. Because 

congested nodes may degrade network performance.  

The proposed system consisted of two phases. They are 

 1. Dissemination Phase 

 2. Aggregation phase 

In the Dissemination phase, the workload is splitted and 

distributed to one hop neighbors. In the Aggregation phase, all 

partial outputs sent by one hop neighbors are aggregated to form 

the complete outcome of the complex application.  
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1. DISS EMINATION PHAS E 

 

Consider the scenario a mobile node enters into the mobile 

network. Whenever a mobile node enters into network, it wants 

to know who all the neighbors in its coverage area are. For that 

purpose it sends HELLO packets to its neighbors. The HELLO 

packets consist of mobile node ID and timestamp value. Mobile 

node stores all its neighbors’ information in its routing table. 

Whenever a mobile node gets overloaded, it finds 1 hop 

neighbors from its routing table. Since communication overhead 

is inevitable in the mobile networks, nearest neighbors is the 

optimal solution for workload distribution. After d iscovering 1 

hop neighbors, it sends Echo packets to check neighbors’ 

presence. Whenever it gets response, the source node 

authenticates with the 1 hop neighbors using digital signature. 

Several algorithms are available for authentication. Our 

proposed system uses RSA algorithm to create dig ital signature. 

The source nodes decrypt the authentication message and extract 

the password set by the one hop neighbor. Since mobile 

networks have no centralized control, it is possible that 

malignant nodes may participate and send incorrect results to the 

source node. When the source node uses incorrect results during 

aggregation, it may lead to misleading results. So authentication 

is at least necessary to 1 hop neighbors. After authentication, the 

source node splits the total workload, make redundant for each 

piece of workload and distribute to its neighbors. Even when the 

1 hop neighbors get overloaded, it can split and distribute its 

workload to its 1 hop neighbours. Since mobile nodes are freely 

move from one place to another, there is a high possibility that 

out of coverage problem exits. The workload assigned to the 

mobile node that moves from the coverage area of the source 

node will be lost. To overcome the out of range problem, the 

source node sends range query packets to its 1 hop neighbors to 

check their presence. If the 1 hop neighbors do not respond 

within predefined time, the source node assumes the 

corresponding neighbor moves out of range and finds another 

node to distribute its lost workload. The range query packets are 

sent for every predefined interval. The upper threshold for 

predefined time of neighbors’ response is calculated based on 

round trip time. 
 

2. AGGREGATION PHAS E 
 

After complet ion of partial workloads by 1 hop neighbor, the 

partial outputs along with the digital signature are sent to the 

source node. The source node decrypts the authentication 

message and verify their authentication to check malicious or 

not. The malicious node can be easily identified by the random 

number generated by the 1 hop neighbors. If the digital signature 

is not valid, then the source node can easily declared that the 

packet that was sent is fake output and malicious node can be 

easily identified. After identification of the malignant node, the 

source node finds another node to send the partial workload. 

After authentication of the 1 hop neighbors, the source node uses 

the result from majority outputs. This process is continued for its 

entire workload. Finally the source node aggregates all the 

partial outputs to form the complete outcome of the complex 

application. 
 

IV. IMPLEMENTATION 
 

Our simulat ion scenario consists of 31 nodes moving at a 

maximum velocity of 20m/s in a 1500*1500 grid area with the 

transmission range of 250m.The packet size sent by the source 

node is 512 bytes. The mobility of a node is defined by random 

waypoint model. This model forces nodes to move around with 

two predefined parameters, maximum velocity and pause time. 

Each node moves to a random destination at random velocity. 

The size of the buffer of each mobile node is taken as 75 

packets. The experiment is conducted with 20, 75, 100 nodes 

respectively and the result is compared.  

 

Table. 1. Simulation Parameters 

 

Parameter                                                  Value  

 

Area size        1500 * 1500 m 

Node Placement        Random 

Node numbers       150 

Initial Energy        1000 J 

Transmission Range      25 m 

Transmission power consumption     0.00175 W  

Receiv ing power consumption     0.00175 W  

MAC layer       IEEE 802.11 

 

V.PERFORMANCE EVALUATION 

 

COMMUNICATION DELAY:  

 

Communicat ion Delay is an inevitable overhead in Mobile 

Adhoc Networks. Whenever the distance between the source 

node and the intermediate nodes increases, the communication 

delay will be increased. In our simulat ion scenario, the mobile 

nodes close together with the source node with 75 nodes in 

1500*1500 grid area. The communication delay between them 

and the completion time of the complex applicat ion is min imum. 

The experiment is conducted again with 25 nodes in 1500*1500 

grid area. The communication delay is increased gradually and 

so as the completion time of the workload. In our simulation 

scenario, the source node is authenticated with one of the 

malignant nodes. The malignant node sends incorrect partial 

output to the source node. But we also use redundant computing. 

Here the source node checks the redundant partial outputs sent 

by the 1 hop neighbors and uses the result from majority outputs. 

 

 
 

RES IDUAL BATTERY CAPACITY: 

 

Figure 1 compares the average residual battery capacity with 

varying number of nodes. It is evident that whenever the 

workload gets distributed, the overloaded node has maximum 

enough energy compared without distributing the workload. 
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VI. CONCLUS ION 

In this paper, we have proposed authentication and redundant 

computing to make workload distribution and aggregation in a 

secure manner. In our proposed system, each node maintains 

only its neighborhood information in its routing table. The 

authentication mechanis m and redundant computing prevent 

malicious node’s attack in the network. Simulat ion results that 

our proposed system effectively solves the problem of load 

balancing in Mobile Adhoc Network.  
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